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Overview

1. Automation VS Autonomy

2. Verification model in automation

3. A recap of autonomy levels in surgical robotics

4. Regulations related to Autonomous systems

5. Safety verification in autonomous systems 

6. Verification models

1. Risk analysis based

2. Based on simulation

1. Virtual environment

2. Synthetic environment (phantom)
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Automation VS Autonomy
ωThere is some ambiguity:
ς²Ƙŀǘ ƛǎ ά!ǳǘƻƴƻƳȅέ ŦƻǊ ǎƻƳŜ ǇŜƻǇƭŜ ƛǎ ά!ǳǘƻƳŀǘƛƻƴέ ŦƻǊ ƻǘƘŜǊ

ωAutomation:
ςThe technique of making an apparatus, a process, or a system operate with a self-acting or 

self-regulating mechanism (Merriam Webster)

ςIt is the ability to carry out actions without Human interventions.

ςThese actions are well defined, can be described with precise rule, and they are done in a 
known and well-structured environment. Automation has a small and defined degree of 
adaptation.

ωAutonomy:
ς¢ƘŜ ǉǳŀƭƛǘȅ ƻǊ ǎǘŀǘŜ ƻŦ ōŜƛƴƎ άǎŜƭŦ-ƎƻǾŜǊƴƛƴƎέΣ όaŜǊǊƛŀƳ ²ŜōǎǘŜǊύ

ςIt is the ability to carry out complex tasks and take cognitive decisions.

ςThese actions are defined in general terms, executed adapting previous knowledge, in an 
unknown and uncertain environment with adaptation learned by the system. 

The robot makes the new plan



Automatic Control and Robotics

4

SENSORS

ACTUATORS

PLANT

PROCESS

CONTROLLER

NTA1 @ Virtual Event 22 ς24 March 2021

CONTROL

SENSORS MOTORS

ENVIRONMENT

R
O

B
O

T

Robotics is the Intelligent Connection 
betweenPerception and Action 
to achieve a desired Result

Automatic controlis the application 
of control theory for regulation of processes 
without direct human intervention.
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Verification models in Automation and Robotics 
Å System theory is providing a rigorous framework 

for the evaluation of automated (surgical) systems
Å We could select a specific property and verifying 

the system according to a chosen metrics, for 
example we could evaluate the stability of a 
control system by measuring its tracking error. 

Å There are many approach for this verification 
process already applied in complex domains (for 
instance aeronautics or nuclear applications):
Å Theoretical demonstration
Å Simulation based 
Å Formal methods 
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Verification models in Automation and Robotics 

Å In clinical practice, biomedical devices 
(included automatized system) can be 
tested in different scenarios that are 
progressively more realistic and complex. 

Å The main and most common categories 
are:

1. virtual reality simulators;
2. dry lab environment (with 
increasingly complexity and realism);
3. wet lab environment (e.g., ex-vivo or 
in-vivo animal experiment);
4. patient trials.



Model of Human Reasoning (Rasmussen 1985) 
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Autonomous Robotics
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Classification of Automated Driving Systems

US, Department of TransportationAutomatedDrivingSafetyGuidelines, September2017    
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Classification of Autonomous Robotic Surgery

Level 0:No autonomy. Thislevelincludestele-operatedrobotsor 
prostheticdevices that respondto and follow the ǳǎŜǊΩǎcommand. 
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Classification of Autonomous Robotic Surgery

Level 1:Robot assistance. The robot providessome mechanicalguidanceor assistance
duringa task while the human hascontinuouscontrol of the system (e.g. virtual fixtures).
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Classification of Autonomous Robotic Surgery

Level 2:Task autonomy. The robot isautonomousfor specifictasks initiated by a human 
who hasdiscrete, rather than continuous, control of the system (e.g. surgicalsuturing).
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Classification of Autonomous Robotic Surgery

Level 3:Conditionalautonomy. A system generatestask strategies but relieson the human 
to selectfrom amongdifferent strategies or to approvean autonomouslyselectedstrategy
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Classification of Autonomous Robotic Surgery

Level 4: High autonomy. The robot can make medicaldecisionsbut under 
the supervisionof a qualifieddoctor (robotic resident).
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Classification of Autonomous Robotic Surgery

Level 5:Full autonomy(no human needed). Thisisŀ άrobotic surgeonέ that can perform
an entire surgery and  iscurrentlyin the realmof science fiction.
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Transition between levels ÅWeexpecta sequential
processin the transions
amongsAutonomylevels

ÅMovingfrom sharedcontrol, to 
tradedcontrol and finally
(Level 5) autonomouscontrol. 

Not all the transitionshavethe 
samedifficult, for example:
ÅLevel 0 ĄLevel 1 requires

the developmentof 
cognitive support. Missing
Reasoningcomponents

ÅLevel 1 Ą Level 2 requires
the developmentof 
executionsupport. 

Shared Traded 

Cognitive 
support 

Execution 
support 



17
NTA1 @ Virtual Event 22 ς24 March 2021

Regulations related to Autonomous systems
Å Adoption of autonomous system must come with 

sufficient safeguards, to minimize the risk of harm 
these technologies may cause, such as bodily injury 
or other harm. 

Å In the EU, product safetyregulations ensure this 

is the case. However, such regulations cannot 
completely exclude the possibility of damage 
resulting from the operation of these technologies

Å Surgical autonomous systems must meet all the 
certification criteria of human surgeons: they 
practice medicine and therefore it is not just a 
άǎƛƳǇƭŜέ ǎȅǎǘŜƳ ǾŜǊƛŦƛŎŀǘƛƻƴ ǇǊƻōƭŜƳ ōǳǘ ƳǳŎƘ 
more Ą no actual regulations, guidelines and 
procedures exist. 

https://ec.europa.eu/transparency/regexpert/index.c
fm?do=groupDetail.groupMeetingDoc&docid=36608

https://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupMeetingDoc&docid=36608
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Autonomous system verification: safety
For the lowest levels of autonomy (up to 3 and 
possibly 4), we can divide autonomous system into 
some key elements: 
Åreasoning, 
Åcontrol, 
Åperception 
Åinteraction between subsystems. 
We target the verification of a specific property of 

the system: safety. 
Safety is an emerging property of complex systems, 
which cannot be verified just by looking at the 
individual component, but it is necessary to 
examine the system as a whole.  
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Safety verification in autonomous systems 
A common approach is to verify each component of the 
system with exhaustive tests:
ÅReasoning 
ÅPerception 
ÅControl: this is probably the simplest problem, since 

exhaustive literature is available on control system 
verification. 
ÅInterconnections: they must include all the feed 

forward and back connections that are necessary. 
Very complex and still an open problem.

Open problem for methods based on AI 
Reasoning

Perception Control 

Sensors Motors
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Safety verification in autonomous systems 

Reasoning

Perception Control 

Sensors Motors

Following the reductionist approach mentioned above, safety of 
complex system has been focusing on assuring quality and 
reliability of the single components, assuming that when all 
components are working properly the complete system will be safe.

The final goal is to obtain the best overall safety of the whole 
system, but:
Å The verification of each components could lead to the 

identification of issues in one of the component and then to a 
local improvement of safety

Å This local improvement could lead to an overall reduction of the 
global safety 
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Safety verification as risk analysis
The widely enforced method for the certification of 
medical devices, either to obtain the European CE 
mark or the USA FDA approval, is based on risk 
analysis, whose results must be addressed to remove 
and/or minimize the identified risks.
The main risk analysis methods are:
ÅPreliminary Hazard Analysis (PHA).
ÅFault Tree Analysis (FTA) Ą (IEC 61025)
ÅFailure Mode and Effects Analysis (FMEA).
ÅHazard and OperabilltyStudy (HAZOP).
ÅHazard Analysis and Critical Control Points (HACCP).

Grespan, Lorenzo, Paolo Fiorini, and 
Gianluca Colucci. The route to patient 
safety in robotic surgery. Cham: 
Springer International Publishing, 2019.


