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Overview

Automation VS Autonomy

Verification model in automation

A recap of autonomy levels in surgical robotics
Regulations related to Autonomous systems
Safety verification in autonomous systems

Verification models
1. Risk analysis based

2. Based on simulation
1. Virtual environment

2. Synthetic environment (phantom)
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Automation VS Autonomy

w There is some ambiguity:
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w Automation:

¢ The technique of making an apparatus, a process, or a system operate with aseiffg or
self-regulating mechanism (Merriam Webster)

¢ | It is the abllity to carry out actions without Human interventioris.

¢ These actions are well defined, can be described with precise rule, and they are done in a

known and wellstructured environment. Automation has a small and defined degree of
adaptation.

w Autonomy:
CCKS ljdzr t AGé 2NHR2OSOUFASHE:ASAYINNASYTF2S04ail!
¢ | It is the abllity to carry out complex tasks and take cognitive decisio|ns.

¢ These actions are defined in general terms, executed adapting previous knowledge, in an
unknown and uncertain environment with adaptation learned by the system.

The robot makes the new plan
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Automatic Control and Robotics

Automatic controlis the application Robotics is théntelligent Connection

of control theory for regulation of processes between Perception and Action

without direct human intervention. to achieve a desireResult
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Verification models in Automation and Robotics

A System theory is providing a rigorous framework
for the evaluation of automated (surgical) systems

A We could select a specific property and verifying
the system according to a chosen metrics, for
example we could evaluate the stability of a
control system by measuring its tracking error.

A There are many approach for this verification
process already applied in complex domains (for
Instance aeronautics or nuclear applications):

A Theoretical demonstration
A Simulation based
A Formal methods
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Verification models in Automation and Robotics

\ 1 ‘entallR
A In clinical practice, biomedical devices ,w 2 1

(included automatized system) can be
tested Iin different scenarios that are
progressively more realistic and complex.
A The main and most common categories
are: |
1. virtual reality simulators;
2. dry lab environment (with
iIncreasingly complexity and realis
— 3. wetlab environment (e.g., exvo or
IN-vivo animal experiment);
4. patient trials.
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Model of Human Reasoning (Rasmussen 1985)
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Autonomous Robotics

ARTIFICIAL INTELLIGENCE

~
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Classification of Automated Driving Systems

SAE AUTOMATION LEVELS

Full Automation ==
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Driver Partial Conditional High Full
Automation Assistance Automation Automation Automation Automation
Zero autonomy; Vehicle is controlled Vehicle has combined Driver is a necessity, The vehicle is capable The vehicle is capable
the driver performs by the driver, but automated functions but is not required of performing all of performing all
all driving tasks. some driving assist = 2 to monitor the driving functions driving functions
features may be steenng but the dnver environment. under certain under all conditions.
included in the must remain engaged ™ The driver must be conditions. The driver The driver may
vehicle design. with the driving task ready to take control may have the option have the option to
and monitor the of the vehicle at all to control the vehicle. control the vehicle.
environment at times with notice.

all times.

US, Department ofransportation AutomatedDrivingSafetyGuidelines September2017
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Classification of Autonomous Robotic Surgery

Robot isable to
make decisiors
but underthe
supervisionofa
qualified

operator,

Operator performe

all tasks including Operator
monitoring, maintaire
genzrating discrete cortrol
performance =3 r ofthe systemn,
optiors, szlecting inmaire and the robot
thes optionto comtinuous canperform
perform ([decision- [ the certain
making), and 9 ile the operator-
executing the robot provides initiated tasks
decision made. ce SSis - autormatically.

Task Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level O:Noautonomy Thislevelincludestele-operatedrobotsor
prostheticdeviceshat respondto and follow thedza Scdhdand
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Classification of Autonomous Robotic Surgery

Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level 1:RobotassistanceThe robofprovidessomemechanicaguidanceor assistance
duringa taskwhile the humanhascontinuouscontrol of the system (e.girtual fixtures).
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Classification of Autonomous Robotic Surgery

Task Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level 2.Taskautonomy The robots autonomousfor specifictasksinitiated by a human
who hasdiscrete,rather than continuous control of the system (e.gurgicalsuturing).
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Classification of Autonomous Robotic Surgery

Task Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level 3:Conditionalautonomy A systengeneratedask strategie$ut relieson the human
to selectfrom amongdifferent strategies or tapprovean autonomouslyselectedstrategy
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Classification of Autonomous Robotic Surgery

Robot isable to
make decisiors
but underthe
supervisionofa
qualified

operator,

Operator performe

all tasks including Operator
monitoring, maintaire
genzrating discrete cortrol
performance =3 r ofthe systemn,
optiors, szlecting inmaire and the robot
thes optionto comtinuous canperform
perform ([decision- [ the certain
making), and 9 ile the operator-
executing the robot provides initiated tasks
decision made. ce SSis - autormatically.

Task Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level 4 Highautonomy The robot can makenedicaldecisiondut under
the supervisionof aqualifieddoctor (obotic residen.
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Classification of Autonomous Robotic Surgery

Conditional High Full
autonomy assistance autonomy autonomy autonomy automation

Level 5:Fullautonomy(no humanneeded. Thisisl- robotic surgeorg that canperform
anentire surgery andis currentlyin the realmof science fiction.
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Transition between levels A We expecta sequential

procesdan thetransions

Shared Traded amongsAutonomylevels

A Movingfrom sharedcontrol, to
traded control andfinally
(Level 5autonomouscontrol.

Not all the transitionshavethe
samedifficult, for example
A Level QA Level Irequires
the developmentof
cognitive supportMissing
Reasoningomponents

autonomy asI:::::a:l:ce autT:I:';my gz::::;?:\:l auti::s::my aut::llltlon A Level :IA Level Z’equn"es
C8gnitive Bxecufoh. J \_ J U J the developmentof
support  support executionsupport.
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Regulations related to Autonomous systems

A Adoption of autonomous system must come with
sufficient safeguards, to minimize the risk of harm
these technologies may cause, such as bodily injury
or other harm.

A Inthe EU, producSafetyregulations ensure this

IS the case. However, such regulations cannot

completely exclude the possibility of damage

resulting from the operation of these technologies

A Surgical autonomous systems must meet all the

certification criteria of human surgeonghey

practice medicine and therefore it is not just a

GaAYLI S¢ aeausSy OSNATAOLI G ,

more A no actual regulations, guidelines and hitps://ec.europa.eu/transparency/regexpert/index.c
. fm?do=qgroupDetail.groupMeetingDoc&docid=3660¢

procedures exist.

Liability for Artificial
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Autonomous system verification: safety

For the lowest levels of autonomy (up to 3 and
possibly 4), we can divide autonomous system in
some key elements:
A reasoning,
A control,
A perception
A interaction between subsystems.
We target the verification of a specific property of
the systemsafety.
m——— Safety Is an emerging property of complex syster
meenemy  asisance  swtonemy  wwenemy\which cannot be verified just by looking at the
iIndividual component, but it is necessary to
examine the system as a whole.

;’i;ﬂlTL,‘ZlS NTA1l @ Virtual Event 224 March 2021



Safety verification in autonomous systems

A common approach is to verify each component of the
system with exhaustive tests:

A Reasoning
A Perception Open problem for methods based on Al /A,

A Control this is probably the simplest problem, since _
exhaustive literature is available on control system
verification. i } i

A Interconnections theymustinclude all the feed m
forward and back connections that are necessary.

Very complex and still an open problem.
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Safety verification in autonomous systems

Following the reductionist approach mentioned above, safety of
complex system has been focusing on assuring guality and

reliability of the single components, assuming that when all
components are working properly the complete system will be safe.

Perception Control

The final goal is to obtain the best overall safety of the whole

system, but:
A The verification of each components could lead to the
identification of issues in one of the component and then to ¢
local iImprovemenof safety

A This local improvement could lead to an overatuction of the
global safety
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Safety verification as risk analysis

The widely enforced method for the certification of
medical devices, either to obtain the Europeak

mark or the USADAapproval, i1s based on risk
analysis, whose results must be addressed to remove
and/or minimize the identified risks.

The main risk analysis methods are:

Preliminary Hazard Analysis (PHA).

—ault Tree Analysis (FTA)(IEC 61025)

~aillure Mode and Effects Analysis (FMEA).

Hazard andperabilltyStudy (HAZOP). Grespan, Lorenzo, Paolo Fiorini, and
Hazard Analysis and Critical Control Points (HACCP X cret surgen charr o

Springer International Publishing, 2019.

Too To Too Too o
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